Universidad Nacional
Abierta y a Distancia

|, ACREDITADA ||
) EN'ALTA CALIDAD &

Octubre 21 de 2023

Alerta de Seguridad 152

Asunto: Vulnerabilidad detectada en servicios Moodle
Importancia: Critica
TLP:CLEAR Se usa cuando la informacién no genera ningun riesgo de mal uso y

pueda ser difundido de forma publica. En este sentido, la informacion
puede ser distribuida sin restricciones, pero sujeta a controles de
derechos de autor!

Se genera alerta sobre actualizacion critica en productos y servicios ORACLE.
Las actualizaciones por producto pueden ser consultar en el siguiente enlace

https://www.oracle.com/security-alerts/cpuoct2023.html

En el anexo 1 de este documento, se relacionan los recursos que requieren de la
actualizacion?.

El CSIRT Académico UNAD recomienda:

Validar con el proveedor actualizaciones disponibles que permitan reducir la superficie de
ataque de las vulnerabilidades.

Cordialmente

Vicerrectoria de Innovacion y Emprendimiento
Escuela de Ciencias Basicas Tecnologia e Ingenieria
CSIRT Académico UNAD
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Anexo

1: Recursos afectados que requieren de la actualizacién

Bl Publisher, versiones 6.4.0.0.0, 7.0.0.0.0, 12.2.1.4.0.

GoldenGate Big Data, versiones 21.3-21.10.

GoldenGate Veridata, versiones 12.2.1.4.0-12.2.1.4.230922.

Hospitality OPERA 5 Property Services, version 5.6.

JD Edwards EnterpriseOne Tools, version 9.2.7.

Management Cloud Engine, version 23.1.0.0.

MySQL Cluster, versiones 8.0.34 y anteriores, 8.1.0.

MySQL Connectors, versiones 8.1.0 y anteriores.

MySQL Enterprise Monitor, versiones 8.0.35 y anteriores.

MySQL Installer, versiones anteriores a 1.6.8.

MySQL Server, versiones 5.7.43 y anteriores, 8.0.34 y anteriores, 8.1.0 y
anteriores.

MySQL Shell, versiones 8.1.1 y anteriores.

Oracle Access Manager, version 12.2.1.4.0.

Oracle Agile PLM, version 9.3.6.

Oracle Application Testing Suite, version 13.3.0.1.

Oracle Banking APIs, versiones 18.3, 19.1, 19.2, 21.1, 22.1, 22.2.

Oracle Banking Branch, versiones 14.5-14.7.

Oracle Banking Cash Management, versiones 14.5-14.7.

Oracle Banking Corporate Lending, versiones 14.0-14.3, 14.5-14.7.
Oracle Banking Corporate Lending Process Management, versiones 14.5-
14.7.

Oracle Banking Credit Facilities Process Management, versiones 14.5-14.7.
Oracle Banking Deposits y Lines of Credit Servicing, versiones 2.7, 2.12.
Oracle Banking Digital Experience, versiones 18.3, 19.1, 19.2, 21.1, 22.1,
22.2.

Oracle Banking Electronic Data Exchange for Corporates, versiones 14.5-
14.7.

Oracle Banking Liquidity Management, versiones 14.5-14.7.

Oracle Banking Loans Servicing, version 2.12.

Oracle Banking Origination, versiones 14.5-14.7.

Oracle Banking Party Management, version 2.7.

Oracle Banking Payments, versiones 14.0-14.3, 14.5-14.7.

Oracle Banking Platform, versiones 2.6.2, 2.9.0.

Oracle Banking Supply Chain Finance, versiones 14.5-14.7.

Oracle Banking Trade Finance, versiones 14.5-14.7.
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e Oracle Banking Trade Finance Process Management, versiones 14.5-14.7.

e Oracle Banking Virtual Account Management, versiones 14.5-14.7.

e Oracle Big Data Spatial y Graph, versiones 2.5 y anteriores.

e Oracle Business Intelligence Enterprise Edition, versiones 6.4.0.0.0,
7.0.0.0.0, 12.2.1.4.0.

e Oracle Business Process Management Suite, version 12.2.1.4.0.

e Oracle Coherence, versiones 12.2.1.4.0, 14.1.1.0.0.

e Oracle Commerce Guided Search, version 11.3.2.

e Oracle Communications BRM - Elastic Charging Engine, versiones 12.0.0.4-

12.0.0.8.

e Oracle Communications Cloud Native Core Binding Support Function,
versiones 23.1.0-23.1.8, 23.2.0-23.2.4.

e Oracle Communications Cloud Native Core Console, versiones 23.1.1,
23.1.2,23.2.1.

e Oracle Communications Cloud Native Core Network Exposure Function,
versiones 23.1.3, 23.3.0.

e Oracle Communications Cloud Native Core Network Function Cloud Native
Environment, versiones 23.2.0, 23.2.2.

e Oracle Communications Cloud Native Core Network Repository Function,
versiones 23.1.3, 23.2.1, 23.3.0.

e Oracle Communications Cloud Native Core Policy, versiones 23.1.0-23.1.8,
23.2.0-23.2.4.

e Oracle Communications Cloud Native Core Security Edge Protection Proxy,
versiones 23.1.0, 23.1.3, 23.3.0.

e Oracle Communications Cloud Native Core Unified Data Repository, version
23.1.2.

e Oracle Communications Convergent Charging Controller, version 12.0.6.0.

Oracle Communications Diameter Signaling Router, versiones 8.6.0.0,

9.0.0.0.

Oracle Communications Element Manager, versiones 9.0.0-9.0.2.

Oracle Communications IP Service Activator, versiones 7.4.0, 7.5.0.

Oracle Communications MetaSolv Solution, version 6.3.1.0.0.

Oracle Communications Network Analytics Data Director, version 23.2.0.

Oracle Communications Network Charging y Control, versién 12.0.6.0.

Oracle Communications Order y Service Management, versiones 7.4.0,

7.4.1.

Oracle Communications Policy Management, version 12.6.0.0.

e Oracle Communications Session Report Manager, versiones 9.0.0-9.0.2.
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e Oracle Communications Unified Assurance, versiones 5.5.0-5.5.17, 6.0.0-
6.0.3.

e Oracle Communications WebRTC Session Controller, versiones 7.2.0.0.0,
7.2.1.0.0.

e Oracle Data Integrator, version 12.2.1.4.0.

e Oracle Database Server, versiones 19.3-19.20, 21.3-21.11.

e Oracle Documaker, versiones 12.6.4-12.7.1.

e Oracle E-Business Suite, versiones 12.2.3-12.2.12, [ECC] 8, [ECC] 9, [ECC]

10.

Oracle Enterprise Communications Broker, versiones 3.3, 4.0, 4.1.

Oracle Enterprise Data Quality, version 12.2.1.4.0.

Oracle Enterprise Manager Base Platform, version 13.5.0.0.

Oracle Enterprise Manager for Peoplesoft, version 13.5.1.1.

Oracle Enterprise Manager Ops Center, version 12.4.0.0.

Oracle Enterprise Operations Monitor, versiones 5.0, 5.1.

Oracle Enterprise Session Border Controller, versiones 9.0-9.2.

Oracle Essbase, version 21.5.0.0.0.

Oracle Financial Services Cash Flow Engine, version 8.1.2.0.0.

Oracle Financial Services Model Management y Governance, versiones

8.1.2.3,8.1.2.4.

Oracle FLEXCUBE Core Banking, versiones 11.6-11.8, 11.10, 11.11.

e Oracle FLEXCUBE Enterprise Limits y Collateral Management, versiones
12.3,12.4,14.0-14.3, 14.5-14.7.

e Oracle FLEXCUBE Universal Banking, versiones 12.3, 12.4, 14.0-14.3,
14.5-14.7.

e Oracle Fusion Middleware MapViewer, version 12.2.1.4.0.

Oracle Global Lifecycle Management OPatch, versiones anteriores a

12.2.0.1.40.

Oracle GoldenGate Studio, version 12.2.1.4.0.

Oracle GraalVM for JDK, versiones 17.0.8, 20.0.2.

Oracle Graph Server y Client, versiones 22.4.4 y anteriores.

Oracle Healthcare Master Person Index, versiones 5.0.0-5.0.6.

Oracle HTTP Server, version 12.2.1.4.0.

Oracle Hyperion Infrastructure Technology, version 11.2.14.0.0.

Oracle Identity Manager, version 12.2.1.4.0.

Oracle Java SE, versiones 8u381, 8u381-perf, 11.0.20, 17.0.8, 20.0.2.

Oracle Life Sciences InForm, version 7.0.0.0.

Oracle Life Sciences InForm Publisher, version 6.3.1.0.

Oracle Managed File Transfer, version 12.2.1.4.0.

Universidad Nacional Abierta y a Distancia UNAD

Sede Nacional JCM

Q0@ E

Calle 14s # 14-23 barrio Restrepo Sa5 B SGS T T, SGS

11 CI 2 co17/7811

55 C02200000121

Teléfono: 344 37 00 ext.1642 Ay

F-2-2-7
3-05-02-2021



Universidad Nacional
Abierta y a Distancia

ACREDITADA
=) ENALTA CALIDAD &

e Oracle Middleware Common Libraries y Tools, version 12.2.1.4.0.

Oracle Outside In Technology, version 8.5.6.

Oracle REST Data Services, versiones anteriores a 23.2.2.

Oracle Retail Bulk Data Integration, versiones 16.0.3, 19.0.1.

Oracle Retail Customer Management y Segmentation Foundation,

versiones 18.0.0.13, 19.0.0.7.

Oracle Retail EFTLink, versiones 20.0.1, 21.0.0, 22.0.0.

Oracle Retail Financial Integration, versiones 14.1.3.2, 15.0.3.1, 16.0.3,

19.0.1.

Oracle Retail Fiscal Management, version 14.2.

Oracle Retall Integration Bus, versiones 14.1.3.2, 15.0.3.1, 16.0.3, 19.0.1.

Oracle Retail Merchandising System, version 19.0.1.

Oracle Retail Service Backbone, versiones 14.1.3.2, 15.0.3.1, 16.0.3,

19.0.1.

Oracle Retail Xstore Point of Service, versiones 18.0.5, 19.0.4, 20.0.3,

21.0.2, 22.0.0.

Oracle SD-WAN Edge, versiones 9.1.1.5.0, 9.1.1.6.0.

Oracle Secure Backup, versiones 18.1.0.1.0, 18.1.0.2.0.

Oracle Service Bus, version 12.2.1.4.0.

Oracle SOA Suite, version 12.2.1.4.0.

Oracle Solaris, versiones 10, 11.

Oracle Unified Directory, version 12.2.1.4.0.

Oracle Utilities Application Framework, versiones 4.2.0.3.0, 4.3.0.1.0-

4.3.0.6.0,4.4.0.0.0,4.4.0.2.0,4.4.0.3.0, 4.5.0.0.0, 4.5.0.0.1, 4.5.0.1.0-

4.5.0.1.2.

Oracle Utilities Network Management System, versiones 2.3.0.2, 2.4.0.1.

Oracle VM VirtualBox, versiones anteriores a 7.0.12.

Oracle WebCenter Content, version 12.2.1.4.0.

Oracle WebCenter Portal, version 12.2.1.4.0.

Oracle WebLogic Server, versiones 12.2.1.3.0, 12.2.1.4.0, 14.1.1.0.0.

PeopleSoft Enterprise CC Common Application Objects, version 9.2.

PeopleSoft Enterprise HCM Global Payroll Switzerland, versién 9.2.

PeopleSoft Enterprise PeopleTools, versiones 8.59, 8.60.

Primavera Gateway, versiones 19.12.0-19.12.17, 20.12.0-20.12.12, 21.12.0-

21.12.10.

e Primavera Unifier, versiones 19.12.0-19.12.16, 20.12.0-20.12.16, 21.12.0-
21.12.16, 22.12.0-22.12.9.

e Siebel Applications, versiones 23.8 y anteriores.

e Sun ZFS Storage Appliance, version 8.8.60.
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e TimesTen In-Memory Database, versiones anteriores a 18.1.4.38.0,
anteriores a 18.1.4.39.0, anteriores a 22.1.1.18.0.
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